
The biggest threats to your  
corporate philanthropy initiatives.
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Corporate social responsibility (CSR) matters  

more than ever. Here’s how you can avoid risks  

that diminish philanthropy impact.

(Cone/Porter Novelli, 2018)

88% 68% 54%

purchase their products want to work for them will invest in them

People prefer companies committed to making a positive impact on the world
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In a fast-changing world, your 
company’s corporate social 
responsibility initiatives are more 
critical now than ever before. Life 
sciences companies, especially, have 
an opportunity to make lasting, 
positive impact on human lives as well 
as their brands.

But in this volatile environment, 
threats to your initiatives are also 
arising. No matter how earnest, 
extensive and genuine your efforts 
are, it’s possible to have them 
unexpectedly derailed by forces that 
are outside of your control.

Here, we present the greatest threats 
to your CSR initiatives. We outline 
what you can do to stay ahead of 
them. And we evaluate the systems 
and processes it takes to respond 
when CSR opportunities arise. 



 |      ©2020 CyberGrants4

No aspect of society has been left untouched by the COVID-19 
pandemic, and that includes corporate philanthropy programs. 
With workplaces closed, social distancing in effect and large 
gatherings curtailed, in-person volunteering events have 
effectively come to an end. Meanwhile, the resources that life 
sciences companies can offer are more important than ever.

The pandemic’s impact is also being keenly felt by 
the organizations whose causes you support.
A survey of charities worldwide (CAF America, 2020)  
found that:

•  95% have experienced negative impacts from the outbreak

•  Two thirds have seen decreased contributions

•  One third are faced with higher operating costs

Long term, 97% expect to see their funding reduced in the next 
12 months, with 41% anticipating decreases of 20% or more. 

Major fundraising events have been canceled. Nonprofits that 
rely on on-site volunteering have had to cancel activities. But 
despite the difficulties, 90% report that they continue to serve 
their communities. Among them, 62% are working remotely 
with some programs suspended, while 28% are working 
remotely either fully or partially and continuing full operations. 

Threat  #1 — Global Pandemic



How to Mitigate the Threat

With in-person volunteering curtailed, life sciences companies 
have the talent to deliver pro bono services that allow 
employees to volunteer remotely. You might also place more 
emphasis on employee giving and matching programs. 

CyberGrants has the tools you need to engage with employees 
and set up robust virtual volunteering programs. For granting 
programs, ask nonprofits what they need; their changing 
cirumstances might open opportunities for new services or 
in-kind giving. 

Consider offering stabilization or recovery grants to assist key 
nonprofits through this challenging time. For those that are 
struggling to operate, delay or lighten your reporting 
requirements to allow them to focus on their mission.
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One might think that large companies have the deep resources 
to stay ahead of cybercriminals, but the reality is that the larger 
the company, the more likely it is to be attacked. Among 
Fortune 500 firms during 2018, 27% were hacked and there 
were 41 data breaches in all — double the previous year, and 
more than twice the number in any of the previous 10 years. 
Sadly, 1 in 5 has been victimized by hackers more than once.  

Life sciences companies in particular have 
extremely valuable data — and the crooks know it. 
The biopharma sector is one of the most-often targeted 
industries for phishing emails and business email compromise. 
Moreover, some of the world’s largest and best-known 
pharmaceutical companies have fallen victim to ransomware 
gangs. They plant malware on systems that encrypt the data 
and make it unreadable unless the company pays a ransom. 
They also commit extortion by leaking some of the data and 
making it publicly available in order to pressure the company 
into paying. 

Dealing with an attack of this nature cost one of the world’s 
largest pharmaceutical companies $1.3 billion in damages. The 
first half of 2020 has seen an uptick in these attacks as crooks 
go after R&D information and other valuable intellectual 
property related to the COVID-19 response.

Threat  #2 — Cybersecurity

(vpnMentor, 2019)
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How to Mitigate the Threat

CyberGrants has an extensive set of policies, procedures and 
controls that ensure security on an ongoing basis, and it 
conducts annual third-party audits to ensure the efficacy of 
those controls. Regular third-party vulnerability scans and 
penetration tests further certify the system against the latest 
security threats and vulnerabilities. In fact, eight of the 10 
largest banks trust CyberGrants to defend their social impact 
programs.
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Fraud concerns aren’t just about dollar losses. 
They’re about reputational risk, and legal repercussions if 
donations fall into the wrong hands.

According to the 2020 Association for Financial Professionals 
(AFP) Payments Fraud and Control Survey:

•  81% of companies were targets of payments fraud in 2019

•   54% reported financial losses as a result of business email 
compromise

•  74% experienced check fraud

•  40% were victims of fraudulent wire transfers

•  34% reported fraud via credit cards

In addition:

•   Projections are that by 2021, cybercrime will cost the world 
$6 trillion (Cybersecurity Ventures)

•   The FBI’s Internet Crime Complaint Center received 467,361 
complaints during 2019, and recorded more than $3.5 billion 
in losses to individuals and businesses

•   Fraud schemes have a median duration of 16 months 
(Association of Certified Fraud Examiners, 2018)

Threat  #3 — Fraud
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How to Mitigate the Threat
Invest in a system that proactively protects your company, 
employees and nonprofits from fraud. 

The CyberGrants Disbursements Solution (CGDS) takes 
responsibility for vetting all organizations to protect against fraud.  
It also executes timely funds transfers to negate escheatment 
concerns.



 |      ©2020 CyberGrants10

Continuing regulatory changes have increased the 
market’s focus on issues of risk and liability related 
to disbursements. 
These include verifying that the recipient is a recognized 
nonprofit or charitable organization as defined by laws that 
differ by country, as well as vetting against international 
watchlists of organizations known to be associated with 
terrorism or illegal activity.

Risks associated with financial crimes are another flashpoint, 
where money transfers are subject to an extensive body of 
regulations and requirements that include:

•  Anti-money laundering (AML)

•  Economic sanctions and customer due diligence (CDD) 

•  Know your customers guidelines 

•   Regulations issued by the U.S. Treasury Department’s 
Financial Crimes Enforcement Network (FinCEN)

In addition, companies in the life sciences award grants within 
their medical grants organizations, and these are also highly 
regulated. They require careful tracking of grants related to 
managed/expanded access programs, research trials and 
medical education in order to comply with regulatory 
requirements that vary by country.

Threat  #4 — Compliance Risks

How to Mitigate the Threat

CGDS is a donor-advised fund (DAF) that vets charitable 
organizations to ensure compliance with the various laws within 
the U.S. and internationally. 

With a DAF, the fund distributes the awards and assumes the 
legal liability for noncompliance. In addition, for medical grants, 
life sciences companies also use CyberGrants to automate 
workflows and assist and document compliance with various laws. 

Compliance enforcement through the CyberGrants platform  
is highly configurable to support internal compliance 
requirements as well as the mandates of regulatory bodies  
and governments.
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www.cybergrants.com

How can you stay ahead of an  

ever-changing threat landscape?  

Partner with CyberGrants.

Nobody has more experience helping large organizations with 
complex CSR programs to deliver Agile Social Impact.

More than half of the Fortune 100 companies and 18 of the 25 
largest corporate foundations are CyberGrants clients. They 
include seven of the world’s largest life sciences companies that 
use CyberGrants for philanthropy programs, medical grants  
or both.

Make Incredible Happen

For more information, visit our site 

Or, request a demo 

https://impact.cybergrants.com/life-sciences/?utm_source=threats-guide&utm_medium=email&utm_campaign=life-sciences-csr
https://offers.cybergrants.com/life-sciences-demo-request?utm_source=threats-guide&utm_medium=email&utm_campaign=life-sciences-csr

